[lepBOHa4Ya/ibHas HACTPONKa
cepBepa Ubuntu 24.04

MowaroBas HaCTPOWMKa CBE)XXeyCTaHOBJIEHHOr0 cepBepa: obHoBeHNe, pabo4ynin NonbL30oBaTENb,
hanpsos, 3awmTa SSH, Caddy Kak peBepC-rnpoKCHu.

44 TexHuka 6esonacHocTu. LLlarn 5 n 8 MmoryT oTpesaTb Bac OT cepBepa npu
ownbke B KOH(Ure. Bcé Bpemsa paboThbl 4epXMUTe BTOPYIO OTKPbITYIO SSH-
CeCcCHMIO 1 He 3aKpblBanNTe €€, noka He ybeaunTech, 4TO HOBas ceccus
OTKpbIBaeTCs B TpeTbeM OKHe. Ecnm gocTtyna K koHconu (IPMI, KVM, Beb-
KOHCOJIb NMpoBangepa) HeT — obecneybTe €ro Ao Havyana paboThl.

MopsAMoK LLIAroB BaXKeH: CHavyana co3gaéM nonb3oBaTens n ybexxaoaemcs, 4To OH 3aXo4uT Mo
KJ1t04y, 1 TOJIbKO MOTOM 3aKpblBaeM root.

Ka)xablh 670K KOZla HMXKE pacCcYMTaH Ha KONMpoBaHue LIeIMKOM: 3To Nnbo ofiHa KoMaHaa, nnbo
Lenoyvka yepes &, KoTopas oTpaboTaeT 1 04HOM CTPOKOW.

1. ObHOBNIE@HNE CcucTemMsbl

sudo apt update && sudo apt upgrade -y

Ecnn obHoBMOCE A4pP0, Nepe3arpy>kaemcs, 4Tobbl fanblie paboTaTbh Ha aKTyaslbHON CUCTEME:

[ -f /var/run/reboot-required ] && sudo reboot

OnunoHanbHO — aBTOMaTM4Yeckne obHoBNeHNA Be3onacHOCTU. YCTaHOBKaA:



sudo apt install -y unattended-upgrades

NHTepaKTUBHas HacTpoiKa (3a4acT O4UH BOMPOC, OTBETUTL «[la»):

sudo dpkg-reconfigure -plow unattended-upgrades

2. Monb3oBaTtenb mrleolnid ¢ sudo
6e3 napons

Co3paém nosb3oBaTens. KomaHaa MHTepakKTMBHANA: CMPOCUT MapoJib U HECKOJIbKO
HeobsA3aTeNbHbIX MOJIEeN, KOTOPblE MOXKHO MPONyCTUTL Yepes Enter.

sudo adduser mrleolnid

Hob6asnsiem B rpynny sudo :

sudo usermod -aG sudo mrleolnid

Sudo 6e3 napons

MpaBnno nuwem oTaesibHbIM (bariioM B /etc/sudoers.d/ , @ HE NPaBKON /etc/sudoers — TaK
N3MeHeHne NIerko OTKaTUTb U OHO NepexnBET 0O6HOBIEHNE NaKeTa:

echo 'mrleolnid ALL=(ALL) NOPASSWD:ALL' | sudo tee /etc/sudoers.d/mrleolnid && sudo chmod 440

/etc/sudoers.d/mrleolnid

MpoBepKa cMHTakcuca — obasaTtenbHa. Owunbka B sudoers nomaeT sudo Liennkom, n 6es root-
JIOCTYrMa 3TO YXKe He YNHUTCSH:

sudo visudo -c -f /etc/sudoers.d/mrleolnid

OXxnpaemsblin BbIBOA: parsed OK .

SSH-koY

Ecnn kntova ewé HeT, co30aéM ero Ha JIoKaJibHOW MallLUHe:



ssh-keygen -t ed25519

Konnpyem Ha cepBep, TOXXEe C JIOKaJIbHON MalUUHbI:
ssh-copy-id mrleolnid@CEPBEP

MpoBepsieM B 0OTAENLHOM OKHe, 4TO Bxo[ paboTaeT:
ssh mrleolnid@CEPBEP

N 410 sudo He cnpawmBaeT Naposb (40JIXKHO BbIBECTU root ):

sudo whoami

He nepexoguTe K wWary 8, noka 3To He 3apaboTano.

3. NepekntoyveHne Ha iptables
legacy

Ubuntu 24.04 no ymonyaHuto ncnonb3yeT backend nftables . CkpunT 6aHa n3 wara 7 paboTaeT
yepes KJlaCCMYeCKnin iptables + ipset, MO3TOMY Nepekso4aeM CUCTeMy B legacy-pexxmm —
Torga UFW, Docker n ckpunT 6yayT nucaTb npaBuia B o4Hy Tabnuuy, a He B ABe NapaJsiiefibHble.

sudo apt install -y iptables ipset

sudo update-alternatives --set iptables /usr/sbin/iptables-legacy && sudo update-alternatives
--set ip6tables /usr/sbin/ip6tables-legacy && sudo update-alternatives --set arptables
/usr/sbin/arptables-legacy && sudo update-alternatives --set ebtables /usr/sbin/ebtables-

legacy

MpoBepKa — B BbIBOAE A0/KHO ObITh (legacy) :

sudo iptables --version

YTo6bl cTapble nft-npaBuna He BUCENN NMapasesibHo, Nepesarpy>xaemcs:

sudo reboot



Ecnun Ha cepBepe ycTaHoBneH Docker, mocne nepeknto4eHns ero Hy>KHo
nepesanyctuTb — backend onpegenseTca npu ctapTe AeMoHa. lNepe3arpy3ka
AenaeT 3TO caMma.

4. Fail2ban

BaHuT IP nocsie HeCKObKUX Heyada4dHbIX MOMNbITOK BXO4a.

sudo apt install -y fail2ban

Ceowu HaCTpOVIKM nmuwem B jail.local — jail.conf nepe3anucbiBaeTcd Npu obHOBMIEHNN NaKeTa:

sudo nano /etc/fail2ban/jail.local

Copepxxumoe:
[DEFAULT]
bantime = 1h
findtime = 10m
maxretry = 5

# cBou apgpeca, 4Tobbl He 3abaHuTb cebs

ignoreip = 127.0.0.1/8 ::1 192.168.0.0/16 10.0.0.0/8

[sshd]

enabled = true

backend systemd

backend = systemd 3aCTaBAsSeT YMTaTb XypHan systemd BmecTo panna /var/log/auth.log —
Haé)XXHee, Tak Kak Hanu4ume 3Toro parna 3aBUCUT OT TOro, ycTaHoBJsIeH Nn rsyslog.

3anyckaem:
sudo systemctl enable --now fail2ban && sudo systemctl restart fail2ban
MpoBepsem, 4To jail nogHancs:

sudo fail2ban-client status sshd

Pa3baHunTb agpec, ecnum 3abaHnnm cebs:



sudo fail2ban-client set sshd unbanip 1.2.3.4

5. Panpso

sudo apt install -y ufw

CHauyana paspewaem SSH, notom Bknwo4yaeM. Ob6paTHLIN NOPSAOOK OTPEXeT Bac OT cepBepa.
MpaBwia 3a0at0TCA OAHON LLEeNOYKON:

sudo ufw default deny incoming && sudo ufw default allow outgoing && sudo ufw allow OpenSSH &&
sudo ufw allow 80/tcp && sudo ufw allow 443/tcp

Tonbko Ternepb BKAKKYaeEM (komaHaa CrnpocuT noaTBepXAeHNe — OTBETUTb y ):

sudo ufw enable
lMpoBepka:

sudo ufw status verbose

MopTbl 80 1 443 Hy>Hbl Caddy: 80 — ons ACME-npoBepku Let's Encrypt, 6e3 Hero ceptTudukaT He
BbINYCTUTCA.

44 Docker n UFW. Ecnin Ha cepBepe eCTb KOHTenHepbl C NPOBbpoLIEeHHbIMY
rnopTamu ( ports: B compose), Docker nuweT npaBuia HanpsMmyto B iptables B
obxon UFW. 3anpeT B ufw Takume NOpPTbl He 3akpoeT. OrpaHnyYmMBaTb UX HY>XKHO
npasuiamMun B LenoYyke DOCKER-USER nnbo 6GMHANTL NybamkKauuno Ha KOHKPETHbIN
MHTepdenc: '127.0.0.1:8080:80' BMECTO '8080:80' .

6. Caddy

PeBepc-npoKcK C aBToOMaTUYECKNM MoJlydeHreM v nponsieHnemM ceptugukaTtos Let's Encrypt.

3aBUCUMOCTI:



sudo apt install -y debian-keyring debian-archive-keyring apt-transport-https curl

Koy peno3nTtopus:

curl -1sLf 'https://dl.cloudsmith.io/public/caddy/stable/gpg.key' | sudo gpg --dearmor -o
/usr/share/keyrings/caddy-stable-archive-keyring.gpg

Cam peno3nTtopun:

curl -1sLf 'https://dl.cloudsmith.io/public/caddy/stable/debian.deb.txt' | sudo tee
/etc/apt/sources.list.d/caddy-stable.list

YcTaHoOBKa:

sudo apt update && sudo apt install -y caddy

Mepen HacTponkon ybexgaemcs, 4To A-3anncb JOMEHa YKa3blBaeT Ha 3TOT CepBep:

dig +short example.com

KoHdur:

sudo nano /etc/caddy/Caddyfile

example.com {

reverse proxy 127.0.0.1:8080

I'IpOBepﬂeM CNHTAKCNC N NPpUMEHAEM!

sudo caddy validate --config /etc/caddy/Caddyfile && sudo systemctl reload caddy

CMOTpI/IM JIorn — OOJIXKHA MosSIBUTLCS 3annck 06 ycrneLwHo rnoJsiy4eHHom CepTVICbI/IKaTe:

sudo journalctl -u caddy -f

Ecnn Caddy cTonT BTOPbIM B LIeMOYKe
MPOKCH



Korpa nepepn HUM ecTb ewé oanH Caddy nam nginx, BO BHyTpeHHeM 6710Ke 4OCTaTO4YHO nepenaThb
NMPOTOKOJ:

example.com {
reverse proxy http://10.10.1.129:8080 {
header up X-Forwarded-Proto https

OybnupoBaTb header up ONs Host, X-Real-IP U X-Forwarded-For He Hy>XHO: Caddy npocTaBnsieT
nX caMm, NPU4émM X-Forwarded-For OOMUCbIBAET K LIEMNOYKE, @ PyYHOE header up €ro 3aTupaeT —
npmnno>XxeHune Ha4YyHET BnaeTsb IP MPOKCW BMECTO peaJibHOro KJIneHTa.

/. bnoknposBka IP no BHewHeMy
cnucky (ban.sh)

CkpunT 13 somebody-knocked-my-ssh ckadynaeT cnucok IP/CIDR, 3annBaeT ero B ipset M BewaeT

O[HO NMpPaBuI0 DROP B INPUT — BMECTO COTEH OTAENIbHbIX MPaBU Ha Ka)kObll agpec.

Cka4dmBaeM 1 genaem UCrNoJIHAEMbIM:

sudo wget "https://raw.githubusercontent.com/jahlib/somebody-knocked-my-
ssh/refs/heads/main/ban.sh" -0 /usr/local/sbin/ban.sh && sudo chmod +x /usr/local/sbin/ban.sh

Mepen NepBbIM 3aMyckoMm 3aflaém NepeMeHHy URL BBepXy CKpunTa — aZipec TEKCTOBOro aina

CO CMUCKOM (0[Ha 3amMncb Ha CTPOKY, KOMMeHTapumn yepes # ). OcTasbHble napameTpbl ( SET NAME ,
REMOVE_ORPHANS , LOCK FILE ) MOXXHO OCTaBWUTb MO YMOJ4YAHUIO:

sudo nano /usr/local/sbin/ban.sh

MepBbi 3aNycK:

sudo bash /usr/local/sbin/ban.sh

CKpuMNT caM MOCTaBUT ipset, €Can ero HeT, co3gacTt Habop, [obaBNT NpaBuIO U BbIBEAET CTPOKY-
NTOor Bnaa added / skipped / invalid / removed / total .


https://github.com/jahlib/somebody-knocked-my-ssh

ABTOODOHOBJIEHME MO Cron

sudo crontab -e

JobaBnTb B KOHELL:

@reboot sleep 60 && bash /usr/local/sbin/ban.sh
0 */6 * * * bash /usr/local/sbin/ban.sh

CTpoKa @reboot Ba)kHa: ipset XXWBET B MaMATU, U Nocsie nepesarpy3ku Habop nycT, a NpaBuIo
iptables 6€3 Hero HM4ero He 61o0kupyeT. 3adep)kKa A4AET NOAHATLCA CETMW.

[TpoBepKa
CKONbKO ajpecoB B Ha6ope:

sudo ipset list blacklist | grep "Number of entries"

Ctout nn npaBunJio B LENOYKE:

sudo iptables -L INPUT -n --line-numbers | grep blacklist

3aMe4yaHuns

Tonbko IPv4. nga IPv6 CKpUNT HNYEro He aenaer.

Mpasuno nobasnaercsa B KoHey, INPUT , @ UFW cTaBuT CBOM Nepexobl B Ha4asl0 LENoYKu.
lMpoBepbTe MO --line-numbers , 4TO MOPSALOK BacC ycTpamBaeT: ecnm UFW paspellaeT nopT
paHbLue, 4eM cpaboTaeT DROP, 610KMpoOBKa AJ19 3TOro nopTa HE MPUMEHNTCS.

B pexxnMme 3epkana ( REMOVE ORPHANS=1 ) MyCTOW AKX BUTbIN YAANEHHbBIN CMINCOK Ha
ovyepeaHOn CUHXPOHM3aUMK pa3baHnT Bcex. CneanTte 3a 3HAaYeHNEM removed= B JIOT€.
Cnuncok no URL cTouT gep)xaTb HeyragbiBaeMbIM: CKPUNT HE yMeeT aBTopusauuio, n
nobon, KTo HAaNAET afpec, yBUOUT €ro cogepxnmoe.

KaK yoalnTb

sudo iptables -D INPUT -m set --match-set blacklist src -j DROP -m comment --comment "ipset-

blacklist-drop" && sudo ipset destroy blacklist



8. 3aKpbITne root-4oCTyna

44 BbINONHATL TONBKO NOCANE TOro, Kak BXo nosib3oBaTesieM mrleolnid MO KAOYY
N sudo 6€3 Napons NpoBepeHbl B OTAESIbHOW CEeCcCcuu.

OTkn4Yaem Bxon root no SSH

B Ubuntu 24.04 B /etc/ssh/sshd config eCTb AMpeKTUBa Include /etc/ssh/sshd config.d/*.conf ,
Mo3TOMY MpaBKKM yaobHee Aep)kaTb OTAEJIbHLIM aNIOM:

sudo nano /etc/ssh/sshd config.d/99-hardening.conf

Coaoepxumoe:

PermitRootLogin no
PasswordAuthentication no
KbdInteractiveAuthentication no

PubkeyAuthentication yes

MNpoBepsieM CUHTaKCUC U NPUMEHSAEM OAHON KOMaHAON — npu owmnbke B KOHpuUre sshd -t
BblBEOET €€ 1 He OacT nepe3anyCTUTb CJIOMaHHbIN CEePBUC:

sudo sshd -t && sudo systemctl restart ssh

B HOBOM OKHe npoBepsieM, YTO BXOJ Mo-npexxHemy paboTaeT:

ssh mrleolnid@CEPBEP

1 4To root Tenepb nosly4aeT O0TKa3:

ssh root@CEPBEP

44 Mpo cmeHy nopTta SSH. B 24.04 sshd 3anyckaeTcs 4epe3 cokeT-akTuauuto (
ssh.socket ), U oupeKkTMBa Port B sshd config uUrHopupyetcs. [MopT MeHseTcA
4yepe3 sudo systemctl edit ssh.socket C nepeonpenesieHneM ListenStream=.




Ybupaem naposib root

sudo passwd -1 root

-1 610KMpyeT Naposib: JIOKasbHbIA BXOA Mo root Mo Naposito CTAaHOBUTCSH HEBO3MOXKEH, sudo MPWU
3ToM paboTaeT Kak 06bIYHO.

44 KomaHaa passwd -d root ymanfaeT rnaposb, a He 6noknpyeT. MNpn HEKOTOPLIX
KoHurypaumnsax PAM nycTton napoJsb 03HavYaeT Bxopn Boobue 6e3 napons — Ha
KOHCOJIN MAn Npu U3NY4eCcKoM A0CTyne 3To Ablpa. cnonb3ynTte -1, ecan HET
KOHKPETHON NPUYnHbI MOCTYMUTb UHaYe.

MNpoBepka — BO BTOPOM MoJie A0JIXKHO ObITh L :

sudo passwd -S root

IToroBasa npoBepka

Backend iptables (oxxnpaetcs legacy ):

sudo iptables --version

DanpBOs aKTUBEH, OTKPbITbI 22/80/443:

sudo ufw status verbose

Fail2ban paboTaeT:

sudo fail2ban-client status sshd

YEPHbIN CANCOK 3arpy>KeH:

sudo ipset list blacklist | grep "Number of entries"

Caddy 3anyLweH:

sudo systemctl status caddy



Root 3abnoknpoBaH:

sudo passwd -S root

DaKTNYeCKN NPUMEHEHHAS KOHpUrypaumsa SSH — nosie3Ho, Korga HacTporky pa3bpocaHbl No
HEeCKOJIbKUM (hariaM 1 HENOHATHO, Kakasa nobeauna:

sudo sshd -T | grep -E 'permitrootlogin]|passwordauthentication'

YTOo cTONUT coenaTb
OOMOJIHNTENIbHO

e HacTpouTb 63Kanbl ( restic, borg) C BbIFPY3KOW Ha APYron XOcCT.

e [1OCTaBUTb MOHUTOPUHI OOCTYMHOCTW, 4TOObI y3HaBaTb O MafeHUn He OT NoJsib30BaTesNeNn.

e Yepe3 Hepento paboTbl NpocMOTpPETb sudo journalctl -p err -b — TaM 06bI4HO
BCMJIbIBA€T TO, YTO HACTPOEHO KPMBO, HO MOKa He MeLlaeT.
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